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Abstract. In order to prevent attacks against smartphones and tablets,
dedicated security applications are deployed on the mobile devices them-
selves. However, these applications may have a significant impact on the
device resources. Users may be tempted to uninstall or disable them with
the objective of increasing battery lifetime and avoiding configuration
operations and updates. In this paper, we propose a new approach for
outsourcing mobile security functions as cloud-based services. The out-
sourced functions are dynamically activated, configured and composed
using software-defined networking and virtualization capabilities. We de-
tail also preliminary results and point out future research efforts.
1 Introduction
The large-scale deployment of smartphones and tablets [1][2] has led to new
security attacks. Because mobile devices are used for a wide range of applica-
tions (e.g. call, sms, web, work, banking), they often carry significant amounts
of sensitive information that may be stolen. Mobile application markets act as
an important threat vector since controls performed on submitted applications
are not often available or too weak to detect potential hidden malwares [11]. The
problem gets worse as end users do not systematically activate mobile security
applications because they do not want to reduce the battery lifetime of their de-
vice. In that context, we propose a new approach for outsourcing mobile security
so that mobile devices could benefit from remote security functions deployed in
cloud infrastructures, therefore minimizing local resource consumption and user
involvement [9]. In addition, moving security functions from end-user devices
to cloud servers could significantly reduce the overall time spent on associated
management tasks (e.g. updates and configurations) and related risks (e.g. mis-
configurations). For that purpose, we define a cloud-based architecture able to
integrate a large set of security functions for mobile devices. This architecture
aims at outsourcing such functions in the cloud and dynamically deploying and
combining them using Software-Defined Networking (SDN) and virtualization
technologies such as Network Function Virtualization (NFV). Our main goal is
to investigate to what extent mobile security can be efficiently outsourced in
the cloud, and to evaluate the potential benefits such a strategy can introduce.
The remainder of the paper is organized as follows. Related work is discussed in
Section 2. We describe our proposed approach for cloud-based mobile security
using SDN and virtualization in Section 3. Section 4 details preliminary results,
while conclusions and future work are given in Section 5.
2 Related work
Several cloud-based approaches have already been proposed in the literature in
order to provide security solutions for mobile devices. Some solutions exploit
cloning methods using virtualization to execute security checks, such as Por-
tokalidis et al. [12] and Kim et al. [8]. Some others directly outsource security
functions of the mobile devices. Kilinc et al. [7] introduce a cloud-based appli-
cations firewall for Android devices, while Oberheide et al. [10] present a cloud-
based antivirus for mobile devices of different platforms. More recently, Jin et
al. [6] have focused on an SDN-based appliance to detect mobile malwares using
traffic analysis performed at the network controller level. In [13], Sherry et al.
explore a new design to efficiently and transparently outsource enterprise mid-
dleboxes in the cloud using virtualization. Although their work is not dedicated
to mobile security, it confirms the potentiality of using the cloud capabilities to
outsource security functions. We can observe that most of existing solutions are
only partial as they focus on specific instances of the whole security threats set.
In addition, they show a lack of flexibility and contextualization regarding how
and when to use them. Our solution differs in two main points, namely (i) the
way to choose relevant security functions for mobile devices according to their
context and current risks, and (ii) the way to outsource, activate and dynamically
compose those security functions using SDN and virtualization technologies.
3 Mobile Security as a Service
We propose a new strategy for delivering composable and dynamic security func-
tions for mobile devices, as a transparent service in the cloud. In comparison with
traditional on-device models, security is no more performed through a relatively
static heap of functions which are executed on mobile devices. Instead, it is
mainly based on a set of security functions hosted in the cloud and dynami-
cally composable depending on the current context and risk level. Following the
cloud terminology, our solution can be classified as a Mobile Security as a Ser-
vice (MSaaS) strategy. The rationale behind moving security functions in the
cloud is that setting up a large number of applications and maintaining them
to entirely cover the security threats set is a difficult and overwhelming task,
even for expert users. Furthermore, users’ requirements regarding security of
their devices and more generally mobile security threats may vary significantly
over time and depending on the context. Our approach aims at addressing these
resource consumption, dynamicity, and maintenance constraints. Cloud com-
puting provides the necessary resources and elasticity for efficiently deploying
security functions. In particular, we strongly believe that SDN and virtualiza-
tion technologies can be exploited for facilitating the dynamic composition and
transparent deployment of these functions in the cloud. Security functions will
be set up as standard cloud services or by leveraging the NFV paradigm, where
Virtualized Network Functions (VNF) are deployed on commodity hardware and
particularly designed to ease service chaining.
Fig. 1: Our cloud-based mobile security architecture.
The proposed solution is depicted in Figure 1 and involves three distinct en-
tities, namely (i) the mobile device which has several running applications and
an integrated OpenFlow-based virtual switch, (ii) the security manager which is
hosted by a cloud provider and manages security functions using specific mod-
ules (e.g. OpenFlow controller), and (iii) the remote destinations interacting with
the mobile device. When an application wants to communicate with a remote
destination, all the messages from and to that application are handled by the
virtual switch of the device. At the beginning of the communication, the switch
may probe an OpenFlow controller configured by the security manager in or-
der to know how to route the related messages for applying security treatments
on them. Depending on the risks and context, the manager activates the ap-
propriate security functions and design a customized security composition in a
proactive or reactive manner. By pushing the necessary OpenFlow rules within
the cloud provider network, the controller then links those security functions to
finalize the given composition building and notifies the switch. This one finally
makes all the incoming and outgoing messages pass through that composition
before reaching the final destination. Therefore, most of the security checks are
applied in the cloud instead of on the devices. Security compositions are designed
by the manager according to several factors such as the originating application,
the remote destination and the network properties. For example, a mobile ap-
plication requiring access to the enterprise intranet would need to use a security
composition including at least an anti-malware and a data leakage prevention
mechanism. On the other hand, a well-known gaming application should deserve
less requirements from a security point of view, and some tradeoffs regarding
whether or not to use on-device mechanisms could be considered in order to pre-
vent unnecessary communication delay for example. The features are not limited
to traffic analysis - the security manager can host additional security functions
such as a configuration checker capable of controlling the proper configuration of
the mobile devices. Using our approach, most of the security intelligence will be
moved at the security manager level, potentially minimizing users involvement.
4 Preliminary results
We have worked on the implementation of a first security function for our out-
sourcing architecture. The objective of this security function is to analyze in
the cloud the configuration of mobile devices in order to identify their poten-
tial vulnerabilities. The assessments are performed using the Open Vulnerability
and Assessment Language (OVAL)[3], which is an XML-based language widely
used to standardize the way to represent vulnerable states and to perform as-
sociated assessments. Before fully outsourcing the assessment engine, we have
first designed an assessment framework [5] where Android devices periodically
fetch vulnerability definitions from a remote server and perform associated local
assessments to detect vulnerable states. The solution shows good accuracy re-
garding vulnerability detection but involves significant usage of resources on the
mobile devices during self-assessments. This observation has led us to completely
outsource the assessment engine as security function in the cloud [4]. In this new
design, mobile assessments are moved in the cloud to the remote server, which
implements a probabilistic assessment model in order to distribute vulnerability
evaluations across time. This new version consumes about 75% less resources on
Android devices, while maintaining the same or even better accuracy regarding
vulnerability detection. The reduction in usage of resources on the devices can be
explained by two main reasons, namely (i) outsourcing assessments in the cloud
offloads most of the work to the remote server, and (ii) the cloud is capable of
hosting our probabilistic model in order to calculate partial assessments during
each assessment period. The information collected about vulnerable configura-
tions can then be exploited by the security manager in order to activate specific
treatments for traffic targeting vulnerable devices.
5 Conclusions and perspectives
The cloud paradigm offers new perspectives to support security functions for
mobiles devices. Currently, mobile security is a major issue despite existing ap-
plications, and this trend is likely to continue during the next years. As on-device
architectural models show several limits including resource usage on the devices
side, we propose a new strategy for decoupling and outsourcing security in the
cloud and for achieving stronger and pervasive protection of mobile systems. In
parallel, leveraging virtualization technologies and software-defined networking
may particularly improve transparency and dynamicity with respect to deploy-
ment, chaining and composition of security functions. As future work, we plan
to pursue our investigation on composition mechanisms and their exploitability
for our solution. We are also interested in leveraging data gathering and shar-
ing methods between security functions amongst cloud infrastructures to build
large datasets. Such datasets could be useful to extract valuable information
about mobile threats and attacks trends for example. In that context, we plan
to explore correlation mechanisms and machine learning algorithms by taking
advantage of the huge computation capacities offered by the cloud.
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